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(57) ABSTRACT

A server, terminal device, and a non-transitory data storage
medium for supporting wireless terminal devices of a cel-
Iular network for implementing program updates are
described. The server includes a memory, a processor which
receives instructions from the memory for execution, pro-
grams utilized in the wireless terminal devices, a receiver,
and a transmitter. The receiver is configured to receive a
message from a wireless terminal device requesting instal-
lation of a program to the wireless terminal device. The
installation is caused by a change of an activated use profile
of the wireless terminal device to another use profile, when
the wireless terminal device is in an operating state with
power on. The activated use profile and the another use
profile include dissimilar lists of programs required in
certain use situations of a user. The transmitter is configured
to send the program to the wireless terminal device as an
over-the-air message.
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1
METHOD AND DEVICE ARRANGEMENT
FOR MANAGING THE USE PROFILE OF A
TERMINAL DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/570,464, filed Sep. 27, 2005, issuing as U.S.
Pat. No. 8,365,162 on Jan. 29, 2013, which is a national
stage filing of PCT/FI105/50328, filed Sep. 27, 2005, which
are incorporated by reference as if fully set forth herein.

FIELD OF INVENTION

The invention relates to a method and device arrangement
for implementing a change of the use profile of a terminal
device. The invention also relates to a server used in the
method and a terminal device of a cellular network utilizing
the method. The invention also relates to a computer pro-
gram product for implementing the method.

BACKGROUND

Various mobile, small data processing and communica-
tion devices are gaining popularity over devices installed as
stationary. Examples of such devices are portable comput-
ers, mobile phones and PDAs (Personal Digital Assistant).
The physical dimensions of mobile phones and PDAs are
made as small as possible in order to make it easy to carry
them along. However, the small size of the device limits the
number of electronic components, such as memory compo-
nents, that can be installed in a mobile phone, for example.
And although the development of the manufacturing tech-
nique of memories has enabled manufacturing larger and
larger memory units, the price of high-capacity memory
components may become a factor that limits their use even
in medium-priced devices designed for certain user groups.

The prevailing trend is that the small, mobile devices are
also expected to cope with the same tasks as the alternative,
stationary devices. In practice, this means loading large
software entities into the device used. The number of
programs loaded into the device is further increased by the
fact that the user of the device may require the use of very
different programs at different times. In this connection, we
may speak of different use profiles. Examples of use profiles
include the following alternatives describing the operation
of the user of the device: work, leisure, home or travel.

In prior art mobile devices, it is possible for the user of the
device to define use profiles at least partly on his own
initiative. If different use profiles require different programs,
it is then possible to end up in a situation in which the limited
memory of the mobile device runs out, if an attempt is made
to load the programs used by all use profiles of the user into
it. The user must then make a decision on which programs
can be kept continuously loaded in the device. It is also
possible that the user must remove from and/or load pro-
grams into his device when he wants to change the use
profile of his terminal device. From the user’s point of view,
a situation like this is inconvenient and not desired.

If the user does not want to carry out or is not capable of
carrying out the measures described above, he must in one
way or another limit his own use profiles to correspond to
the memory capacity of his terminal device.

In principle, it would be possible to load the data, files or
programs corresponding to the use profile of the terminal
device from some external storage device every time the
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terminal device is switched on or when the use profile of the
terminal device is wanted to be changed. However, this
solution increases the need for data transfer so much that the
limited data transfer capacity becomes a problem especially
in wireless data transfer systems. Then the programs in the
terminal device start slowly, because the transfer of pro-
grams into the terminal device takes place slowly through
the limited data transfer channel. In addition, it may be
unnecessary to load the programs, if the programs were
already installed in the terminal device in connection with
the previous use profile.

The operation described above is generally called Soft-
ware Management. Software management has the following
characteristics, for example: It enables one terminal device
or server to remote control at least one other device. It also
enables complementing a program or a part thereof in a
terminal device by new information or parts of a program,
which are located in another device. The validity of licenses,
or rights of use, of the software is also managed by it.

The Open Mobile Alliance (OMA), which promotes the
use of mobile communication devices, has published speci-
fications, which deal with the updating and maintenance of
software in mobile devices wirelessly using the OTA (Over-
The-Air) technology; Generic Content Download Over The
Air Specification, Version 1.0 20 Jun. 2002. The specifica-
tions OMA DM (Device Management) and OMA DS (Data
Synchronization) describe some possible ways of imple-
menting wireless maintenance of the files of mobile devices.
These specifications describe the SynchML protocol (Syn-
chronization Mark up Language) and how it is utilized in the
synchronization of information contained by the hardware.

One possible factor, which starts the transferring or updat-
ing of the programs, can be a change taking place in the use
profile of the device. However, the standards published by
QMA do not define how the synchronization of data or
updating could be started without separate measures of the
user as a kind of automatic operation. So the user must
himself start or manage the changes and updates of pro-
grams needed by the change of the use profile of his terminal
device.

SUMMARY

It is an objective of the invention to provide a new method
and device arrangement, by which it is possible to utilize the
same use profiles in mobile terminal devices as in fixed
terminal devices, even if the memory capacity of the mobile
terminal device were too small for simultaneous saving of
programs required by the use profiles of a device designed
for fixed installation.

The objectives of the invention are achieved by a proce-
dure and arrangement in which a background application
according to the invention in a mobile terminal-device
monitors the changes of the use profile of the terminal
device. When the background application detects a change
in the use profile of the terminal device, the background
application establishes a data transfer connection to a sepa-
rate server, which, by using a wireless communications
connection, OTA, starts, closes, updates, deletes or comple-
ments the programs needed by the changed use profile in the
mobile terminal device.

The method according to the invention has the advantage
that the mobile terminal device can virtually own more
program applications than can be saved in its memory at a
time.

The invention also has the advantage that the memory
capacity of the terminal device can be sized as cost-efficient,
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even if there were a large number of use profiles, each with
a different selection of programs to be utilized.

In addition, the invention has the advantage that the user
of the terminal device need not worry about the actual
changing of the programs, which takes place independently
of the user by means of the wireless OTA technology,
controlled by a separate server.

The method according to the invention for implementing
the program updates required by a change of a use profile in
a terminal device of a cellular network is characterized in
that if, as a result of checking the availability of the
programs, it is found that the terminal device does not
correspond to the new use profile with regard to at least one
program, the method comprises

a step for transmitting a message concerning the lack of
a program detected in the terminal device through a tele-
communications network to a server managing the changes
of the use profile

a step for transmitting at least one program according to
the new use profile of the terminal device that was found to
be lacking from the terminal device as an OTA message to
the terminal device, and

a step for installing the program received as an OTA
message to the terminal device for making it possible to take
its new use profile into use.

The device arrangement according to the invention for
implementing the program updates required by a change of
a use profile of a terminal device of a cellular network is
characterized in that if the change of the use profile of a
single terminal device results in a need to install a program
belonging to the use profile in the terminal device,

the terminal device is arranged to send a message indi-
cating the need to install the program to a server in the
device arrangement

the server is, arranged to send the program as an OTA
message to the terminal device, and

the terminal device is arranged to install the program it
has received for taking the changed use profile into use.

The server according to the invention, which manages the
use profiles of terminal devices of a cellular network, is
characterized in that the server comprises

means for receiving from a terminal device a message
with a request to install a program, caused by a change of a
use profile of a single terminal device, and

means for sending the program to the terminal device as
an OTA message.

The terminal device of a cellular network according to the
invention is characterized in that it comprises

means for detecting a change that has taken place in a use
profile of the terminal device

means for communicating the change of the use profile to
a server managing the changes of the use profile, if at least
one program according to the use profile has not been
installed in the terminal device

means for receiving the uninstalled program as an OTA
message from the server, and

means for installing the program received as an OTA
message in the terminal device.

The computer program product according to the inven-
tion, which is to be installed in a server managing the use
profiles of terminal devices (11) of a cellular network, is
characterized in that the computer program product com-
prises

computer program means for receiving a message from a
terminal device describing the lack of a program detected in
the terminal device in connection with a change of a use
profile, and
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computer program means for sending the program lacking
from the terminal device and stored in the server as an OTA
message to the terminal device for installing the program.

The computer program product according to the inven-
tion, which is to be installed in a terminal device of a cellular
network for implementing the program updates required by
a change of a use profile of the terminal device, is charac-
terized in that the computer program product comprises

computer program means for detecting a need to change
a use profile in a terminal device

computer program means for detecting the lack of a
program required by the new use profile

computer program means for sending a message describ-
ing the lacking program to a server managing the use profiles
of terminal devices of a cellular network

computer program means for receiving the lacking pro-
gram as an OTA message from the server managing the use
profiles, and

computer program means for installing the program trans-
mitted by the OTA message to the terminal device for taking
the new use profile into use.

Some preferred embodiments of the invention are pre-
sented in the dependent claims.

The basic idea of the invention is the following: In the
device arrangement according to the invention, all the pro-
grams used by the mobile terminal devices and the first
program application according to the invention, which con-
trols the loading of the programs, have been stored in the
server according to the invention. In addition, information
about all the terminal devices assigned to this server for
management, fixed or mobile, and the use profiles utilized in
each terminal device have been saved in this server. The size
of'the memory of a single mobile terminal device is possibly
not sufficient for loading the programs required by all the use
profiles into the mobile terminal device simultaneously. In
the arrangement according to the invention, programs are
loaded into the mobile terminal device according to the use
profile that has been activated in the terminal device at the
moment.

The second program application according to the inven-
tion, which is in the mobile terminal device, monitors the use
profile of the terminal device. If the second program appli-
cation according to the invention detects a change taking
place in the use profile, it establishes a data transfer con-
nection to the above mentioned server and notifies of a new
use profile utilized in the terminal device. After this, the
server managing the use profiles uses the OTA technology to
change the programs of the mobile terminal device which
notified of the change of the use profile such that they
correspond to the new use profile. The server can, for
example, close or start a program being already in the
mobile terminal device, it can remove a program not belong-
ing to the new use profile or install a new program which did
not belong to the previous use profile. In addition, the server
can complement a program which is already in the terminal
device to meet the requirements of the new use profile either
by adding components to it or by removing components
from it.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, the invention will be described in detail.
Reference will be made to the accompanying drawings, in
which

FIG. 1a presents, by way of example, a data transfer and
device arrangement maintaining the use profiles according
to the invention,
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FIG. 15 shows, by way of example, a terminal device of
a cellular network utilized in the data transfer and device
arrangement according to the invention, and

FIG. 2 presents, by way of example, the main steps of the
method according to the invention as a flow chart.

DETAILED DESCRIPTION

FIG. 1a shows devices and components of a telecommu-
nications network participating in the use profile manage-
ment procedure and the related data transfer procedure
according to the invention by way of example. Reference
number 11 denotes a mobile terminal device of a cellular
network. The number of terminal devices 11 is not limited to
one, as in FIG. 1a. Each mobile terminal device 11 can
establish a wireless data transfer connection 12 to the
telecommunications network 10. This telecommunications
network 10 may comprise both wireless and wired network
components. In the arrangement according to the invention,
the wireless telecommunications network 10 comprises at
least a prior art cellular network (not shown in FIG. 1a), to
which the terminal devices 11 are connected. The cellular
network may be a prior art network, such as a GSM, GPRS
or UMTS cellular network.

A server 15 according to the invention has also been
connected to the telecommunications network 10 shown by
FIG. 1a either by a wired or wireless data transfer connec-
tion 16. In the method according to the invention, the server
15 can be either an independent server or it can be a
functional part of a server already operating in the telecom-
munications network 10. A first program application accord-
ing to the invention, which controls and implements the
program changes required by the change of the use profiles
in the terminal device 11, has been installed in the server 15.
The updates and changes carried out in the terminal device
11 are advantageously performed wirelessly by the OTA
technology, using procedures according to the OMA DM
standard. In that case, for managing the updating of the
programs required by the use profile it is only required that
a data transfer connection 12 is established to the terminal
device 11 to be updated through a cellular network, which is
part of the telecommunications network 10. Therefore, the
updating does not require taking the terminal device 11 to a
place determined in advance for loading the programs
required by the change of the use profile to the terminal
device 11.

The server 15 serves a certain, predetermined group of
terminal devices 11 in the manner described above. The
memory capacity of the server 15 is manyfold compared to
the memory capacity of a single terminal device 11. There-
fore, at least the following information and programs can
advantageously be stored in the server 15: the terminal
devices served by the server, the use profiles of the terminal
devices and all programs used in at least one terminal device
11 in at least one of its use profiles.

A second program application according to the invention,
which monitors the use profile and its changes in a single
terminal device 11, has been installed in each terminal
device 11 of the cellular network. The use profile may
change either as a result of an instruction given by the user
of the terminal device 11, or it may also change on the basis
of the time or the place of the terminal device, for example.
However, the size of the memory of the terminal device 11
is limited, and therefore the programs required by all pos-
sible use profiles cannot be stored in it at the same time. The
second program application according to the invention con-
tinuously monitors which use profile is activated in a single
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terminal device 11. If the second program application
according to the invention detects a change in the use profile,
it tests if all the programs of the new use profile have already
been installed in the terminal device 11. If one or several
programs are not installed, the second program application
according to the invention sends a message describing the
change of the use profile through the telecommunications
network 10 to the server 15. The identification information
of'the terminal device 11, the current use profile, the new use
profile and the programs saved in the terminal device 11 at
the moment are advantageously described in the message.
When the server 15 has received the information mentioned
above, the first program application according to the inven-
tion in the server 15 starts, operating in accordance with the
OMA DM standard and using OTA messages, the updating
of the programs of the terminal device 11, from which it
received the message concerning the change of the use
profile. When the update or change of the programs has been
carried out in the terminal device 11, the terminal device 11
can advantageously send an acknowledgement message to
the server 15 of a successful change of the use profile.

FIG. 15 shows, by way of example, the functional main
parts of the terminal device 11 of a cellular network utilizing
the method according to the invention. FIG. 15 shows only
such main parts of the terminal device 11, which are needed
in the procedure of monitoring and changing the use profile
according to the invention.

The terminal device 11 uses the antenna 111 in the
transmission and reception of signals in the communications
network 10, which comprises at least a prior art cellular
network. Reference number 112 denotes the receiver means
RX of the terminal device. The receiver RX comprises prior
art means for all messages or signals to be received from the
cellular network. The receiver means RX 112 are also
utilized in the reception of both the OMA messages, which
comply with the DM standard, and the OTA messages.

Reference number 113 denotes the means which consti-
tute the transmitter TX of the terminal device 11. The
transmitter means 113 perform on the signal to be transmit-
ted all the signal processing measures needed when working
with the cellular network being used. The transmitter means
TX, 113 are also used to transmit the messages concerning
the use profile, which are needed in the procedure according
to the invention, to the server 15.

In the terminal device 11, central parts with regard to the
utilization of the invention are the central processing unit
114, which controls its operation, and the memory 115, in
which the programs used by the terminal device 11 and the
second program application needed in the monitoring and
updating of the use profile according to the invention are
advantageously stored. All the programs and instructions
needed in the data transfer procedure according to the OMA
DM standard can also be stored in the memory 115.

The terminal device 11 also includes a user interface 116.
The user interface 116 advantageously comprises the display
unit, keyboard, microphone and loudspeaker of the terminal
device (not shown in FIG. 15). The user of the terminal
device 11 can give an instruction oh the change of the use
profile by the user interface.

The central processing unit 114 controls all the functional
parts of the terminal device 11. The second program appli-
cation according to the invention, which monitors the
change of the use profile, is executed in the central process-
ing unit 114. When the program application detects a change
of the use profile, the central processing unit 114 generates
a message concerning the detected change, if at least one of
the programs required by the new use profile has not been
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installed in the terminal device 11. The message is trans-
ferred by the transmitter means 113 first to the telecommu-
nications network 10 and from it to the server 15.

The central processing unit 114 advantageously stores in
the memory 115 the programs contained by the OTA trans-
mission it has received as a reply to the change message it
has sent. The OTA transmission may also contain various
instructions concerning the programs already stored in the
memory 115 or to be stored in it. Having received an
instruction, the central processing unit 114 can, for example,
remove a program not needed in the new use profile, close
a program belonging to the previous use profile, start a
program which was stopped earlier, or switch off the termi-
nal device 11 when the change of the use profile has been
performed.

FIG. 2 shows, by way of example, a flow chart of the main
steps of the method according to the invention when the use
profile is changed for another in the terminal device 11. In
step 21 in the example of FIG. 2, the terminal device is in
the operating state with the power switched on. One of the
use profiles which are possible for the terminal device 11 is
activated, in which case the programs required by this use
profile are installed and in operation in the terminal device
11. The second program application according to the inven-
tion, installed in the terminal device 11, monitors the state of
the use profile of the terminal device 11 all the time.

In step 22, the second program application according to
the invention, installed in the terminal device 11, detects a
change of the use profile. The change may be caused by an
instruction given by the user of the terminal device 11 or
some automatically generated need for a change. The auto-
matic need for a change may be caused by the time or a
change of the geographical location of the terminal device,
for example.

In step 23, the program application according to the
invention, which is in the terminal device 11, tests whether
all the programs needed in the new use profile are installed
and available in the terminal device 11. If the programs
needed by the new use profile are available, the new use
profile is activated, and the terminal device 11 returns to the
operating state according to step 21. After this, the terminal
device 11 functions with programs in accordance with the
new use profile.

If it is found in step 23 that all the programs or changes
required by the new use profile are not installed in the
terminal device 11, in step 24 the second program applica-
tion according to the invention, which is in the terminal
device 11, first activates the establishment of a data transfer
connection to the server 15 used for storing the use profiles.
After this, some identification information on the terminal
device 11 and information on the programs installed in the
terminal device 11 and their state are transferred from the
terminal device 11 to the server 15.

In step 25, the server 15 used for storing the use profiles
sends all the programs needed by the new use profile, which
are not yet installed, as OTA messages to the terminal device
11. The transfer, installation, removal and updating of the
programs can advantageously be carried out by procedures
according to the DM standard of OMA.

In step 26, the terminal device 11 tests whether the
installation of the programs belonging to the change of the
use profile succeeded or not. If the installation was not
successful, the process returns to step 24. In this case, a
message describing the failure of the installation is sent to
the server 15, which controlled the installation, as a result of
which the installation of the use profile can be tried again
The server 15 has advantageously a counter, which counts
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the times of installation attempts and interrupts the instal-
lation attempts if the installation does not succeed with a
certain number of attempts.

If it is found in step 26 that the installation of the programs
required by the new use profile succeeded, the process
moves to step 27, in which the programs according to the
new use profile are taken into use. Taking into use may
require switching the terminal device 11 off and on again,
which can be carried out by instructions of the server 15. In
an advantageous embodiment of the invention it is sufficient
that the server 15 remote starts separately all the programs
according to the new use profile while the terminal is in the
operating state all the time.

When all the programs according to the new use profile
have been installed in the terminal device 11 and they work,
the terminal device 11 returns to a state according to step 21,
in which programs according to the use profile which was
last activated are utilized.

Some embodiments of the method for updating the
change of the use profile and a device arrangement for
utilizing the method according to the invention have been
described above. The invention is not limited to the above
described solutions only, but the inventive idea can be
applied in many ways within the scope defined by the
claims.

What is claimed is:

1. A server supporting wireless terminal devices of a
cellular network for implementing program updates, the
server comprising:

a memory;

a processor, wherein the processor receives instructions

from the memory for execution;

all programs utilized in at least one wireless terminal

device belonging to a predetermined group of wireless
terminal devices to be served by the server;

a receiver configured to receive a message directly from

a wireless terminal device, wherein the wireless termi-
nal device is any one of: a mobile phone, a portable
computer, or a personal digital assistant, the message
requesting an installation of a program to a memory of
the wireless terminal device, the requested program not
currently in the memory of the wireless terminal
device, the installation being caused by a change of an
activated use profile of the wireless terminal device to
another use profile of the wireless terminal device, the
change being detected by a background program that
continuously monitors the use profile of the wireless
terminal device, when the wireless terminal device is in
an operating state with power on, the activated use
profile and the another use profile including dissimilar
lists of programs required in certain use situations of a
user; and

a transmitter configured to send the program directly to

the wireless terminal device as an over-the-air message.

2. The server according to claim 1, wherein the transmitter
is further configured to send functional instructions to the
wireless terminal device for changing the use profile of the
wireless terminal device as over-the-air messages.

3. The server according to claim 2, wherein the functional
instructions given by the server to the wireless terminal
device include at least one of: install a program, remove a
program, start a program, close a program, or switch off the
terminal device and switch it on after switching off.

4. The server according to claim 1, wherein the receiver
and the transmitter are further configured to exchange mes-
sages with the wireless terminal device according to a
Device Management standard of an Open Mobile Alliance.
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5. The server according to claim 1, wherein the server

further comprises:

a counter configured to maintain a number of installation
attempts made in a single wireless terminal device in
connection with a use profile change.

6. A wireless terminal device of a cellular network,

comprising:
a receiver;
a transmitter;
a user interface;
a memory including computer program code; and
a central processing unit,
the memory and the computer program code configured
to, with the central processing unit, cause the wireless
terminal device at least to:
detect a change of an activated use profile of the
wireless terminal device, wherein the wireless ter-
minal device is any one of: a mobile phone, a
portable computer, or a personal digital assistant, to
another use profile by a background program that
continuously monitors the use profile of the wireless
terminal device, when the wireless terminal device is
in an operating state with power on, the activated use
profile and the another use profile including dissimi-
lar lists of programs required at certain use situations
of a user;

test in the wireless terminal device about availability of
the programs according to the another use profile and
if finding that the wireless terminal device does not
comply with the another use profile with regard to at
least one program;

communicate the change of the use profile to the
another use profile directly to a server managing
changes of use profiles of at least one wireless
terminal device belonging to a predetermined group
of wireless terminal devices, if at least one program
according to the another use profile has not been
installed in the memory of the wireless terminal
device;

receive the program as an over-the-air message directly
from the server, and
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install the received program to the memory of the
wireless terminal device.
7. The wireless terminal device according to claim 6,
wherein the wireless terminal device is further configured to
receive functional instructions from the server for changing
the use profile of the wireless terminal device as over-the-air
messages.
8. The wireless terminal device according to claim 6,
wherein procedures according to a Device Management
standard of an Open Mobile Alliance have been configured
to be used in messaging between the wireless terminal
device and the server.
9. A non-transitory data storage medium encoded with
software readable by a data processing device including
instructions for managing use profiles of wireless terminal
devices of a cellular network, the use profiles including
dissimilar lists of programs required in certain use situations
in the wireless terminal device, the software comprising:
computer program code for receiving a message directly
from a wireless terminal device by a server, wherein the
wireless terminal device is any one of: a mobile phone,
a portable computer, or a personal digital assistant, the
message describing a lack of a program detected in
connection with a change of an activated use profile to
another use profile of the wireless terminal device, the
change being detected by a background program that
continuously monitors the use profile of the wireless
terminal device, when the wireless terminal device is in
an operating state with power on, the lacking program
being required in certain use situations of a user; and

computer program code for sending the program lacking
from the wireless terminal device as an over-the-air
message from the server directly to the wireless termi-
nal device to install the program.

10. The non-transitory data storage medium according to
claim 9, further comprising:

computer program code for sending functional instruc-

tions to the wireless terminal device for changing the
use profile of the wireless terminal device.
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